EMC Data Protection Advisor (DPA) - mporpaMMHoe o0ecrieueHHe I YIPaBICHHS 3alUTOR
JaHHBIX, ABTOMATH3AIHs TIPOIIECCOB MOHUTOPHMHTA, aHAJIM3a M COCTABIICHUS PEITOPTOB IS
Backup u Recovery oxpyxenunii (EMC Networker, Avamar, IBM TSM).

ITpumep, Ha cepepe NetWorker nokansHo ycranaBnuBaercs DPA arent mis coopa Gexarn
JaHHBIX ¢ HCHONB3yeMbix Backup client-oB u ycTpolicTB BBO/1a-BbIBOIA, COOP JTAHHBIX TAKKE
MOXeT OBbITh OCYIIECTBIICH yaaneHHbiM arenToM. DPA Discovery Wizard no6asut NetWorker
xocT ¢ KoHpurypauueit B DPA, napopmanus coxpanurcs B 6a3e JaHHBIX U Oy/I€T IOCTYITHA U
BU3YaJIM3UPOBAHA C TOMOIIBIO PETIOPTOB.

Agent Framework - conepxur kak Cu (Networker), tak u Java moxynu (Sap Hana),
3arpy»aemble 10 3a1pocy OT ONPEAEICHHBIX YCTPONUCTB. AreHT o011aercs ¢ app cepBepoM AJis
cOopa JaHHBIX C anmapartHeiX yerpoiictB. DPA ucnonb3yer POStgres B kauecTBe pessIiiuOHHOTO
XpaHWJIMINA JaHHbBIX.

Application cepsep- stateless Java EE npunosxenue, erko macirabupyeMoe B Kiiactepe Uid
npu standalone nHcransuu Ha yaanenusix MamuHax. J0oss WildFly npenoctasnsier REST api
u crek, hibernate u npaiisep JDBC, koTopsiii oOpaiaercst k 0a3e gaHHbIx Postgres.

DPA datastore- 6a3a gannsix Postgres 9.6.1. EquncTBeHHOE, YTO MBI H3MEHHIIH, 3TO O0CPHYJIH
ero koudurypamueit nox nar DPA. B octansHOM 3TO0 TOT ke POStQres, Ho Bce ynpasiieHue
MPOMCXOIUT Yepe3 KoMaH bl dpa. Mbl HCIIOIb3yeM IyJl COSTMHEHHIA, IT03TOMY OCTaBIISIEM
COEIMHEHUS OTKPBITHIMU Ha CEpBeEpe.

B 6x Bepcuu DPA mepenuiu k apXuTeKType €IMHOT0 MOHOJMTHOTO MpoIiecca, mpoIie
MacIITabupyeTcs B KIacTepe, HO MEHbIIIe BUTUMOCTD B OT/IEIBHBIX CEPBUCAX MPH IMMOUCKE
OIINOOK .

Customer: AmepukaHckas papmareBTHdecKas KOpropamus, JUCTpHOBIOTOP JIEKapCTBEHHBIX
cpenctB. O0nanaeT OOMIMPHON cUCTEMON aIMUHUCTPUPOBAHUS CETEBOW MHPPACTPYKTYpHI. J{i1st
PE3epPBHOTO KOMMPOBAHMS M PEITMKAIUM KPUTHYHBIX JAHHBIX UCTIONB3yeT hackup okpyxenus,
okouto cotHu networker u tsm xocros. Mcnomnb3ytor DPA st coopa uHpopmaiuu o Oekanax B
pEeXHUME PEAIbHOM BPEMEHHU.



Issue: Datastore ciy»x0b1 He 3amyckarorcs, datastore log u application log OC ykassiBaioT, 4To
JaTacTop MOBPEXKICH.

Root Cause: Customer - Environment
OS Platform: All
Description: Split install Window server 2008 R2

[Mocnenuuii yenemmnslii skcriopt DS 6b11 cienan 5 urons.

[Tocse 3TOro KJIMEHT 3alycKa cpeacTBa pesepBHoro konupoanus NetWorker ms cepsepos
DPA. IIpocmotpes application log OC, o6uapyxuiu, uto pe3epBHoe Komupoanue Networker
ObuT0 HeyauHo 11 aBrycra, KIMEHT MOATBEPANIL, UTO B 3TO BpeMs cirydmiics c6oit VSS ciyxObr
Windows pe3epBHoii kornuu xocTa. Kak npaBuiio, KIMEHT HE IOJDKEH 3allyCKaTh PE3ePBHOEC
KOMUPOBaHKE cpeAcTBaMu (ailoBoro 63kama npu padoraromieii 0ase JaHHBIX.

Capture Event Viewer NW backup:

& 2@ EE

Level | Date and Time ] Source | Event ID | Task C... |
'.g Errar B/14J2016 4:32:57 PM Pastar ... 0 None
'l:i Errar 8/14/2016 4:31:01 PM Poskar... 0 None
"!Erﬂ:\r 8/14/2016 2:03:22 PM Postgr... 0 Mone
rI__}Errr:‘r B/14J2016 1:06:28 PM Paskar... 0 None
e 8142016 1:03:26 Pt L 10 None
/1 Warning Bl14/2016 1:03:13 FM WMbar ., 1000 Naone
'I} Error 81142016 1:01:59 PM Perfiet 2004 Mane
A0 Warning 87142016 1:00:55 P WhwEE ., 1000 Mone
'.I; Errar B/14J2016 1 Z:00:57 PM Paskar... 0 None
'l:i Errar B/14/2016 11:568:44 AM Poskar... 0 None
/L Warning 8/13/2016 7129:22 aM Whiwar ., 1000 Waone
rI;i'-Errr:‘r B/13/2016 7:04:07 AM Paskar... 0 None
e 811372016 6:56:35 M Postgr... 0 Mone
rl-_j_ Error B/13/2016 £:258:26 AM Postgr... 0 MNone

1. Warning BI12/2016 9:51:28 P WhMuar, .. 1000 Mane

Bl11/2015

Event 1, Metworker

General l Details I

Disaster recavery backup of the critical walumes failed,

Log Name: Application
Source: Metworker
Ewvent [D: 1

Lewel: Error



Datastore nauan coodmats o noBpexaeHuu ¢ 13 aprycra, 6:27 yrpa:

2016-08-13 06:30:27.975 BST 6680 57aeb067.1a18 8 :FATAL.: terminating connection because
of crash of another server process

2016-08-13 06:30:27.975 BST 6680 57aeb067.1a18 8 :FATAL: connection to client lost

ITocie BhIKITFOYEHHS Ga3bl, aPP CEpBEP BBIMOIHII TPH MOMBITKH YCIEIIHO 3aBEPIIUTh 06pabOTKY
JaHHBIX, HEYCIICITHO M3-3a Pa3pbiBa COCAMHEHHS ¢ qatactopom. dpa ds start debug- output

[TockonbKy MOCTIETHUN YCTICITHBINA YKCIIOPT OBUT CCNIaH 5 UIOJIS, YTO CIUIIKOM JaBHO, KITUEHT
HE MOXKET TO3BOJIUTH CE0€ OTKATUTHCS HACTOIBKO JAJIEKO, IPUICTCS YCTPAHATH MPOOIEMBI €
TEKYIIUM JaTacTopoM. PesepBHoe konmposanue ¢aiinoBoii cuctembl NW na cepsepe DS B
HacTosIee BpeMs oTKIro4eHO (14 aBrycra). CoxpaHeHna konus Tekymux gaHaeix SPGDATA.
VM snapshot cepsepa DS otcyrcTByer.

Tak uTo MpEAJIOKCHO NMOCTYIIUTD TaK:

CHayaza nonpo0oBaTh BOCCTAHOBUTHCS U3 PE3EPBHON KOIMU. DTO MOXKET CpaboTaTh, a
MOJKET HET, MOCKOJIbKY (hailioBbIii O9Kam mpu padboTaromeii 611 MOKET He COOTBETCTBOBATH
[IEJIOCTHOCTU OPUTHHAJIA ITPU BOCCTAHOBIICHUH.

Ecnu crioco6 Nel He ymactes, To pg_resetxlog, start, dump. Ho mocine npumeHeHust
pg_resetxlog memocTHOCTH TaHHBIX He rapanTupyercs Ha 100%. [lepen BbIMOTHEHHEM
o0Os3arenbHO caenath koo SPGDATA.

B pesysbrare crmocod Ne2 mo3BosIviI YCIENHO 3anycTuTh datastore.

datastore.log comeprkan riaBHbIe COOOIIEHHUS, YKa3bIBAIOIIUE HA KOPPAIIT:

2016-08-14 21:05:27.131 BST 2004 57b0cf07.7d4 1 :LOG: database system was interrupted
while in recovery at 2016-08-14 20:00:23 BST

2016-08-14 21:07:18.065 BST 2004 57b0cf07.7d4 8 :FATAL: failed to re-find parent key in
index "19308" for split pages 113916/114000

pg_resetxlog copocunu urdopmaiuio B BJ] 00 HCIONb3yeMbIX JI0rax, yKa3aB MapaMeTphl 4To
UMeHHO cOpaceiBath U3 B/l ucnons3ys pg_controldata:

Latest checkpoint's NextX1D: 871/29047
Latest checkpoint's NextOID: 127456
pg_resetxlog.exe -0 127456 -x 29047 -f "C:\datastore\data™

Transaction log reset



pg_start 3amyctunu 6a3y nannabix. Eciau PSQl koHekTuTCs ycneniHo, caenarh Oekar:
pg_dump -v -host=PGHOST -port=PORT -c -Fc dpa.

Hanee initdb, restore Ha HOBOM MPOTECTHPOBAHHOM KJIacTepe.

C nmomomipro REINDEX nepectporiu cymectByromntue uaaexcbl. Non-concurrent REINDEX
Oyzner OJIOKHPOBATH TAOJHIIBL:

REINDEX TABLE node {FORCE}
REINDEX TABLE alias_list
REINDEX TABLE backupjob
REINDEX TABLE request_history

Beimonmauau vacuum full, aro0sr ocBo6O1MTH 60JIbIIIE POCTPAHCTRA:
VACUUM FULL VERBOSE node

VACUUM FULL VERBOSE alias_list

VACUUM FULL VERBOSE backupjob

VACUUM FULL VERBOSE request_history

Vacuum/analyze mpoananu3upoBaiy CTaTUCTUKY s TJIaBHOM Tabnuipl node (slave+master):
VACUUM FULL ANALYZE VERBOSE node

* [lepen BHIIOJIHEHUEM CIIEIYET OCTAaHABUTh app cepBep, YTOObI 00ECIEUYNTh NCKIOYUTEIbHYIO
OJIOKUPOBKY TaOJIHUIIBI.

[IpocMmoTpeTs M1aH BBINOJIHEHUS 3aIpoca:

EXPLAIN ANALYZE WITH RECURSIVE g AS (SELECT n.*, 1 as level FROM node n
WHERE f_partof="00000000-0000-0000-0000-000000000001") UNION ALL

SELECT n2.*, level+1 as level FROM ¢ JOIN node n2 ON n2.f_partof=qg.f_id) SELECT *
FROM q



* OOHOBJICHHE CTAaTUCTUKHU M BHICBOOOXKICHUE TIPOCTPAHCTBA O0JIee peIeBAaHTHO ISl TAOJIHIT

OOHOBJIIEMBIX Yallle.

4. App cepBep 3amyuieH u padoraer. Ycrpanenue npodiem Retention mexanusma.
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ITpu 3amycke pernopTa BeIOpachIBAIOCH UCKITIOYEHUE!

LOG 588128d4.2226:ERROR: update or delete on table "backupjob" violates foreign key
constraint "backup_fkey" on table "error"

3amnpoc a1 nostyueHue nHpopmarnuu o Foreign Key constraints:

SELECT tc.constraint_name, tc.constraint_type, tc.table_name, kcu.column_name,
tc.is_deferrable, tc.initially _deferred, rc.match_option AS match_type, rc.update_rule AS
on_update, rc.delete_rule AS on_delete, ccu.table_name AS references_table,
ccu.column_name AS references_field FROM information_schema.table constraints tc



LEFT JOIN information_schema.key_column_usage kcu ON tc.constraint_catalog =
kcu.constraint_catalog AND tc.constraint_schema = kcu.constraint_schema AND
tc.constraint_name = kcu.constraint_name

LEFT JOIN information_schema.referential_constraints rc ON tc.constraint_catalog =
rc.constraint_catalog AND c.constraint_schema = rc.constraint_schemaAND tc.constraint_name
= rc.constraint_name

LEFT JOIN information_schema.constraint_column_usage ccu ON rc.unique_constraint_catalog
= ccu.constraint_catalog AND rc.unique_constraint_schema = ccu.constraint_schema AND
rc.unique_constraint_name = ccu.constraint_name

WHERE tc.table_name = ‘error

AND tc.constraint_name = 'backup_fkey’;

constraint_name | constraint type | table name | column _name | on_update | on_delete

backup_fkey FOREIGN KEY | error job_id NO ACTION | NO ACTION

PexoncrpyupoBars Foreign Key constraint:
ALTER TABLE error DROP CONSTRAINT backup_fkey;

ALTER TABLE error ADD CONSTRAINT backup_fkey FOREIGN KEY (job_id)
REFERENCES backup (f_id) MATCH SIMPLE ON UPDATE CASCADE ON DELETE
CASCADE;

Jl1g HaX0XAeHUs yOJINKaTOB:
SELECT * FROM nodegraphlink o
WHERE exists ( SELECT 'x'
FROM nodegraphlink i
WHERE i.f_id =o.f_id
AND i.ctid > o.ctid
);



s ynaneHus: 1yOIuKaToB:
DELETE from nodegraphlink
WHERE exists ( select 'x'
FROM nodegraphlink i
WHERE i.f_id = nodegraphlink.f _id
AND i.ctid > nodegraphlink.ctid
);

[IpoBepuTh YHUKAIBHOCTD AIMACOB, YJAIEHUE AyOIUKATOB:

DELETE from aliases_list original USING aliases_list dupes WHERE

CAST (dupes.alias_node_id AS VARCHAR(36)) = CAST(original.alias_node_id AS
VARCHAR(36)) AND dupes.aliases = original.aliases AND dupes.aliases_order >
original.aliases_order

Jlannbie B Request History HanGosiee KpUTHYHBI JUIsl KIIMEHTA, TaK KaK HCTOPUH 3alIPOCOB
COXpaHseT BCI0 HH(OpMALIUIO O JHKOOAX U YyTPATUB €€ - HEBO3MOXKHO BOCCTaHOBUTH. J{0
MOMEHTA BBIKJIFOUEHUS 0a3bl JaHHBIX BCA UCTOPUS IS BCEX HOJl COXpaHMIIach 0€3 OTepb.

Job Summary

Completed Suecesded Failed Active Size (GB) Sueccess Rate ...
1,089/ 117 100
1,097 206 100

0| 0 0
0 0 0
3| o
132 9 100
a5 4 100
o 0 0
o) 0 0
56/ 1 100

Mps1 Habr01aTM HEOOIBIITNE 3a/IEPKKU M TAUM-ayThI PU PETUCTPAIIUU areHTOB HECKOJIBKUX
NetWoorker xocToB, Ha KOTOPBIX MPOU3OIIIET COO¥:

<REQUESTTIMEOUT>10800</REQUESTTIMEOUT>



Heckonbko areHToB punuiock nepeperucrpuponats B DPA.

BriBeCcTH CIMCOK MMEH M aJIHacoB arcHTa:

$ sudo ../app/dpaagent —i

6. HpO(’)JlCMbl MOJIUTHUKH 0€30IaCHOCTH U AIMHUHUCTPUPOBAHHUSA.

SID- onHO3HaYHO MACHTU(DHUIUPYET XOCT U CBSI3aHHYIO ¢ HUM MH(pOpMaIuio B JoMeHe. B
BUHJIOBOM JIOMEHE IPO0JIeM ¢ O€30MIaCHOCThIO OBITh HE JJOJDKHO, TAK KaK CHJIbI U HIMEHA XOCTOB
Oynyt Bcerna pasubie. Ha NetWorker cepsepax 6b1u10 00Hapy»KeHO MepeTeKaHHe XOCT-HEHMOB C
OJIHOT'O XOCTa Ha JPYIOM.

Eciu npousoiiieT nepeMMeHOBaHKe JOMEHHOTO HMEHHM, TO 9TO MOKET BBI3BIBATH IPOOIIEMBI C
security policy s yaeTHbIX 3anuceit (aIMUHOB/HE-aIMHHOB).

be3onacHee BbI1aBaTh IIpaBa Ha BPpEM:A U OT3bIBATb UX I10 €0 UCTCUYCHUMU.



