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C yero Bce HavyMHaeTCH

e 106a3a (CREATE DATABASE),

e 1 nosip3oBartesib 0a3pl (CREATE USER).

Sauacmy}o amum u aakaHiuseaemecs.



B yeM npo6aema?

1) SELECT *

FROM main.users
WHERE id = 'l'; DROP SCHEMA public; SELECT '1l';

Ok, y Bcex ceriuac ORM uu DB Access Level, koTopbiii 3a3KpaHupyeT
YJTU TIPUBEJIET K YHCITY.

BHOYMI)IH_UIGHHI/IK 3aKa4daJl CKPHUIIT Ha CEPBEP N MOXKET €I'0 BbIIIOJITHUTD.
EMy AOCTYIIHBI BC€ KOHHEKTBI, KOTOPBIE €CTb Y ITPUJIOKEHUA.



Kak pewaTb?

e 1 MPUBUJIETHUPOBAHHBIN MMOJIb30BaTe b db_owner, OT KOTOPOTO BeJIETCA
pacKaTka v pa3AaloTcs TPAHThI:

CREATE SCHEMA / SEQUENCE / TABLE / INDEX / FUNCTION etc

® JIOCTYII TOJIbBKO 4€pe3 COKETHI:

local db db owner md5
(psql -U db_owner -p 5432)

host db db owner 0.0.0.0/0 reject



Kak pewaTb?

1.

HeIPUBUJIETUPOBaHHbIE T0JIb30BaTe U 6a3:

a. db_user_front (mns uaTepdeiica),
b. db_user_admin (s uHTEpdETica aIMUHNCTPATOPA),

c. db_user_daemons (a1 GOHOBBIX CIY3K0),

u mak oanee:

local/host
local/host
local/host

local/host

db
db
db

db

db user front
db user admin
db user daemons

all

md5
mdb
md5

reject

HN30JINPOBAaHHBbIE KOMIIOHEHTHI IIPUJIOZKEHUA XOOAT B 0a3bpl OT UMEHU
COOTBGTCTBYHIHHHXIFleBOBaTeHefL



Kak pewaTtb?

['paHTyIOTCA CBOU MpaBa HA TAOJIUIIBI:

GRANT SELECT

ON TABLE main.users TO db front;

GRANT SELECT, INSERT, UPDATE

ON TABLE main.users TO db user daemons;



B yeM npob6nema no-npexHemy?

['panThl “KpyInHBIE” — cpa3y Ha BCIO TaOJIHILY:
1. KPUTHYECKU BakHbIe JaHHbIe MOTyT yTedb (SELECT),
2. BCTaBUTb MOKHO YTO YTOJTHO U B KAKOM-YTOJTHO KOJIUUECTBE

(INSERT).

HyoicHO oepaHuuums 3anpocsbl HEeKOmMopoil 102UKotl,
coomeemcmayrouiell momy, 4imo Moxcem 0eaambs NPUI0XceHUe.



Kakue ecTb BapuaHThbI?

OueBUAHO, YTO HAA0 BOCIIOJIb30BaThCA XPAHUMBIMU MPOIeyPaMHU.

CREATE FUNCTION name (args)
RETURNS rettype

LANGUAGE lang name
SECURITY DEFINER

AS <definition>

“SECURITY DEFINER specifies that the function is to be executed with the
privileges of the user that created it”



[lpakTUKa

[IpuBuiierusa Ha EXECUTE nporuenyp naercsa BceM I10J1b30BaTeIAM I10
YMOJIYaHUIO (B OTJINUME OT IPUBUJIETUIN HA TAOJIUIIBI).

H3mensieM a10 (oT mMeHu db__owner):

ALTER DEFAULT PRIVILEGES
REVOKE EXECUTE ON FUNCTIONS FROM PUBLIC;

“The key word PUBLIC indicates that the privileges are to be granted to all
roles, including those that might be created later”



[lpakTUKa

BanpemaeM KOMY OBI TO HU OBLJIO YUTATH KO/ IIponeayp:

REVOKE SELECT
ON pg catalog.pg proc, information schema.routines FROM PUBLIC;
REVOKE EXECUTE

ON FUNCTION pg catalog.pg get functiondef (oid) FROM PUBLIC;

Wnu maxke BOOOIIE BUAETH KO/l U CTPYKTYPY JaHHBIX:

REVOKE USAGE

ON SCHEMA pg catalog, information schema FROM PUBLIC;



[lpakTUKa

Packatka pyHkmuii ot umeHu db_owner:
CREATE FUNCTION main.foo () ;
IUTIOC IBHBIU FPaHT:

GRANT EXECUTE ON FUNCTION main.foo() TO db user front;



[MpakTUKa

CREATE OR REPLACE FUNCTION main.get_ user( GRANT USAGE
s_uuid varchar ON SCHEMA main
) TO db_front user;
RETURNS main.t user AS $BODYS$
DECLARE GRANT EXECUTE
r user main.t user; ON FUNCTION main.get user (
BEGIN s_uuid varchar
SELECT name, important data INTO r_ user )
FROM main.users TO db_front_ user;

WHERE uuid = s_uuid;

RETURN r_user;
END;
$BODY$ LANGUAGE plpgsgl SECURITY DEFINER;



[lpakTUKa

db=> TABLE main.users;

OIIMEKA: HeT »mocCcTyIla K OTHOIWEHMIO users

db=> SELECT main.get user('1234-5678') ;

get user

(Denis, H{" "params" " c [1] }")

(1 cTpoka)



[lpakTUKa

BcraBuM B Ko main.get_user:

RAISE NOTICE '%', session_user;
RAISE NOTICE '%s', current user;

U ysugum:

NOTICE: db front user
NOTICE: db owner

“The current user identifier is normally equal to the session user identifier,
but might change temporarily in the context of SECURITY DEFINER

functions”.



[lpakTUKa

1)

2)

3)

[TIpuio:keHue paboTaer ¢ I0JIb30BaTEISIMH He 10 al/Iu,
a II0 CTPOKOBBIM XeniaM (CJI0KHO mepedpaTh).

B sioruKy nponeayp MOHTHUPYETCA KO, KOTOPBIH JleIaeT
OIIOBEIlEHM NTPXU HapYIIIEHUU JIOTUKY (HATP.: TPUMKIbI
3ampollleH HECYIeCTBYIONINH I10/Ib30BaTENb U T.I1.).

[IpuiokeHusA 0OMIAIOTCA JIPYT € APYTOM IMOCPEICTBOM OUepee,
KOTOPbIE, TI0 TEM K€ COOOpaKeHUAM, JIyUIlle UMeTh POIHBIMU
(moctrpecoBbiMu). Ham BIiosiHe mmogoniesa mbus.



Kak pacKaTtbiBaTb?

1. B Tekymiem npoekTte Habexkaao IMopsAaKa 100 IPOIEAYP.

2. Ha PGConf 2015 Koraa peds 3aX0/iijIa PO XpPaHUMbIE
IIPOIeAYPHI, TO BCE CXOANIUCH HA MBICJIN, YTO UX HAJIO
XPaHUTb B TUTE.



PostgreSQLDeployerGUI

Hoes:
1. XpaHuM B 6aze akTyaJbHOE OIMCAaHNE OOBEKTOB CXEMBI.

2. IlokaswpiBaeM Te OOBEKTHI B rure, Ko KOTOPbIX OTJINYAa€TCA
OT COXPAaHEHHOTO.

3. emaem BO3MO:KHBIM pacKaTaTh BbIOpaHHbIE N3MEHEHUS
B 0JfHOU TpaH3akluu: DDL TpaH3aKIInOHEH.

4. Ilo dakTy packaTKu aKTyaJIu3upyeM ollrcaHue B Oase.



OpraHu3aumua penosmtopus

database-name.git/schemas/

/main — CXema
/seeds — CUAbl (KOHCTaHTbI, C/I0OBApU M T.M.)
/types — TUNbI
/functions — XpaHWMble npoueaypsbl
/tables — Tabauubl + MHAEKCbI + KOHCTPENHTbI
/ sequences — CUKBEHCHI
/triggers — TpUrrepsl
/queries* — MPOM3BOJIbHbIE 3aNpoChI

/other schema — Apyraa cxema



[MTpumep
database-name.git/schemas/main/users.sql

CREATE TABLE main.users ( .. ); 1 KOMMUT

ALTER TABLE main.users

2 KommuT
ADD COLUMN deleted at timestamptz NULL;
CREATE INDEX 3 KOMMUT

ON main.users USING btree(...);



PackaTKa oTgesibHOM npoueaypbl

1. y,Z[a]II/ITb IpoUeAypy ¢ TaKuM CREATE OR REPLACE FUNCTION main. get_id (
HMEHEM, €CJIN IIOMEHATIaCh
CUTHATYpa,

s _dict name varchar,

s _index varchar

2.  BBIIOJIHUTH 3aIIPOCHI U3 )

daiina (koz + rpaHThI). +RETURNS integer AS
-RETURNS bigint AS
$BODYS

main/functions/get id.sql >
DECLARE

i id integer;

BEGIN



Postg reSQL Deployer Database ~  guest ~ @postgresql_deployer_test_db:development [9.3]

843475ae9bld1d4da60ec6c3ctecs1b9adbes280 — Schema for messages [[IEcial De. Mi.
78ed20ff£f0574431£81d650b0801a9442117£629 facebook_id in users De. Mi.
bbc02711804dbdbcc603202fbb4d1el0db28£7d0 — Schema needed (for references extracting) De. Mi.
8d5d455¢c57d49a9977489c4aa83f4£££92£7992b Function to add user De. Mi.

Checked out to master

Can be forwarded gueries_before: messages/queries_before/0l1_create_schema

Reload diff @

Can be forwarded tables: messages/tables/messages -> messages/tables/messages_ha

(T 28 — object does not exist in the database — table references to another non existing tables
QUG CELCE ELELL ELVERSE — type has dependent functions | B0 R 0T -8 =1 8 — you should deploy object manually

oL VR GV ETG G B — object can be deployed in automatic mode




&

| Postgre!

messages | queries_before

01_create_schema +1

messages | tabies

messages +8

messages_hashtags +4

messages/tables/messages

messages | funciions

update_message_hashtags +19

users +2

strange

= C im0 pg.denismilovanov.net/postgresql_deployer_test_db/

Can be forwarded # 0

New object | Can be forwarded # 1

New object
Can be forwarded # 2

New object

Signature changed
Can be forwarded # 3

NOT IN GIT

Toggle all in schema or in schema and object type

View () Apply () Forward

Toggle all in schema or in schema and object type
View () Apply () Forward

V' A
W ) Apply () Forward

Toggle all in schema or in schema and object type

View ] Apply

Toggle all in schema or in schema and object type

View diff Describe
) Apply () Forward

Define Describe
Drop




[Tone3Hble BO3MOXHOCTM

1. IIpocmortp diff'os.
2. B03MOKHOCTH ITOKa3aTh TO, YTO €CTh B 0a3e, HO HET B THTE.

ITatoc moxcHO noayvums onucavue uepes psql (\dt+, \sf),
cxemy uepe3 pg_dump (--schema-only) uau yoarumo.



[Tone3Hble BO3MOXHOCTHU

3. IIpoBepka Ha HaJIM4Me JIOTHUYECKUX OIINOOK B IIPOIleAypax
¢ moMotibio pacmupenus plpgsql_check.
https://github.com/okbob/plpgsql check

4. “Reload and deploy” — mepeunTtath nrd bl 1 packaTaTh
Bce U3MeHeHus cpasy. [1oJie3Ho 11 pa3paboTKHY.

https://github.com/denismilovanov/PostgresqlDeployerGUI



https://github.com/okbob/plpgsql_check
https://github.com/denismilovanov/PostgresqlDeployerGUI

/> 404  Bonpocbl?
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