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IcxoOdHble AaHHbIE:

* KpynHbin FinTech-npoekT

« Toprunoyt 24 /7

 Downtime — 3To goporo

« CTapTan no gyxy v no coaepXaHuto
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OCHOBHbIE CUMIMTOMBI:

* [NlpunoxeHus paboTatoT nog posibio Bnagensua b/l
« [laponb OT 3TOM POsin 3HalOT BCE

« Muoro SUPERUSER

« GRANT ALL ON SCHEMA public TO PUBLIC

* Y postgres ecTb Naporb

» postgres OFFICE-IP trust
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Hasogum nopsgok ¢ ponsMum NpUNoOXKeHUN:

Kaxxgomy NpunoXXeHuo — nepcoHanbHasa porsb
Bnapgeney B[] Tonbko ana murpauun

Ponu npunoXXeHnn nvmerT MMHUManbHbIE NpaBa
[lononHuTenbHble 4EUCTBUA OOCTYMHbLI Yepes
SECURITY DEFINER

Bce npunoxeHua xogat B bl ctporo 4epes pgBouncer
N TONbKO C CeEpPBEPOB MPUNOXEHNI
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Hasogum nopsaok ¢ ponsMmn CoOTpyaHUKOB:

« Kaxgomy COTpyaHUKY — NepcoHarnbHas ponb

« ABTOpu3aums Yepes LDAP unu peer

* Bce cotpygHukn xooat B Bl cTporo Hanpsmyto

« [ocTtyn B cepBepHy0 noaceTb cTtporo 4epesd VPN
« Y Bcex log_min_duration_statement =0
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Hasoanm nopaaok ¢ rpyrnnoBbiMU PONSIMUAL

* group_read — TONbKO YTeHUE (0e3 KPUTUYHbIX OaHHbIX)
e group_write — TONbKO 3anncb 1 BbI3OB XPaHNUMOK

e group_admin — tonbko npasa SUPERUSER
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Hasoanm nopaaok ¢ rpyrnnoBbiMU PONSIMUAL

* group_read — TONbKO YTeHUE (0e3 KPUTUYHbIX OaHHbIX)
e group_write — TONbKO 3anncb 1 BbI3OB XPaHNUMOK

e group_admin — tonbko npasa SUPERUSER

A rpynnel gns aBTopusauuu:
« group_application — gnsg nokanbHoro pgBouncer
e group_personal — ons coTpygHUKOB



NToroeasa Tabnuua rpynn:
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hba/rights group_read

group_write

group_admin

. Opyrue OcHoBHOe
group_application
- MUKPOCEPBUCHI | NPUNOXeHne
BonbwKWHCTBO [loBepeHHbIe DBA,
group_personal
= pa3paboTunkoB | paspadboTynku cucagMuHbl
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[Tpumep pg_hba.conf:

# Deploy (owner)
hostssl db db_owner CI/CD-IP cert

# Application (pgBouncer)
local db +group_application peer map=application

# Personal
local all +group_ personal peer
host all +group_personal VPN-IP ldap
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[Tpobnema INHERIT:

» [loBepeHHblE pa3padboTUMKM UMEIOT MpaBa Ha YTEHNE U
Ha 3anuncb

« B OonblMHCTBE Ccriy4YaeB HY>XXHO TOJIbKO YTEHME

* [lpaBa Ha 3anucb XO0Tenocbh Obl BKIOYATb NO 3anpocy

 O®nar NOINHERIT MOXHO nocTtaBuUTb Ha pOfb, HO HE Ha
cBA3Ky pornen (Het onumn GRANT group TO role WITH
NOINHERIT)

17



PeLwleHune:
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group_admin ]
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e

group_noinherit_write

]—>[ group_write ]
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group_read ]
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be3onacHOCTb AaHHbIX — O YEM BOOOLLE peyb?

[1aHHbIE KITMEHTOB KPUTUYHbI HA YTEHME
duHaHCOBbIE JaHHbIE KPUTUYHBI HA 3arnchb

A TO, n gpyroe peluaeTcs npaBaMmu OOCTyna Ha
Tadnuubl/konoHkn n SECURITY DEFINER

[ocTyn Ha YTeHMe OOoMmKeH ObITb TOYEYHbIM
ICTOYHKK 3anpoca MOXHO OrnpeaennTb C NMOMOLLbIO
NOrMpPoOBaHNS B XpaHUMKax U Tpurrepax
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[Tlpobrnema TecToBOM cpeasbi:

* HyxeH 0bbeEM, NpUbNMXKEHHbLIN K boeBOMY

* HyXHbl gaHHble, NPUBNMXKEHHbIE K DOEBLIM

* HyxHbl Doriee WMpokue npasa Ha YTEHUE M 3arnncChb
e CxeMmy HY)XHO NepuoanvyecKkmn CUHXPOHN3NPOBAaTb
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PeLwleHune:

Pa3 B Heaento konmnpyeTcs boeBas bl n macknpyetcs
[1aHHLIE KIMMEHTOB reHEPUPYHOTCS NO CnoBapto
boicTpaga ounctka — DROP COLUMN nnn TRUNCATE
Hanbonee KpUTUYHbIE AAHHbIE YUCTATCA C
nocneaywowunm VACUUM FULL

[1lpaBa goocTyna NoBbLILWAKTCA NOCNe MacKNpoBaHUS
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Cbop n aHanus noros (PostgreSQL):
* log_destination = csvlog

* log_timezone = UTC

* log_filename = postgresqgl-%a

* log rotation_age = 1d

* log_truncate on_rotation = on



Rossia 17

Cbop n aHanuns noros (Fluentd / Logstash):
* [NlpeobpasoBatb CSV B JSON no doopmarty

« [HobaBnTtb hostname cepBepa
e YOOCTOBEPUTLCA, YTO @timestamp nogaepxnBaet

MUJTTTMCEKYHObI
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Cbop n aHanus noros. (Elasticsearch + Kibana):

« B Elasticsearch yctaHoBuTb template mapping
(https://github.com/red-defender/pg-utils/tree/master/csviog_elasticsearch)

« B Kibana obHOBUTbL CTPYKTYpY MHOEKCA N BblOpaTh
nosie BpEMEHHOUN OTMETKN



https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
https://github.com/red-defender/pg-utils/tree/master/csvlog_elasticsearch
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JTormpoBaHune 13 XxpaHMMOK N TPUITEPOB:

CREATE FUNCTION write log(

_message TEXT,
_severity TEXT DEFAULT 'INFO',
_context JSONB DEFAULT '{}' -- MoxHo mapcuTek B template mapping!
) RETURNS VOID LANGUAGE plpgsql VOLATILE
AS $$
BEGIN
RAISE LOG USING
MESSAGE = _message,
DETAIL = _context,
HINT = 'APP-' || UPPER(_severity);

END ;
$S

17
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 HakoHeL, napa croB 0 6e30nacHOCTMU. ..

81A3827

NETYX
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« Kak nonyduntb shell ns-nog postgres, nmea goctyn
TONbKO K config-dpannam?
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N HakoHel, napa cnos 0 6€30MnacHOCTH. ..

« Kak nonyuyntb shell ns-nog postgres, nmest goctyn
TONbKO K config-dpannam?

* YT0 Takoe postgresgl.auto.conf?

* A TOYHO N1 dhansnbl He MEHANUCH?

 Include? config_file?

e Kak MOHUTOPUTb NPUMEHEHHLIE HAacTpouku hba?
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BbiBOAbl MO OOHAPYXXEHUIO BTOPXKEHUN:

[TocTasuTb auditd

MOHUTOPUTL LENOCTHOCTb NPUMEHEHHbIX HAaCTPOeEK
MoHuTopuTh reload u restart

MOHNTOPUTL OTKIMHOYEHNE NOrMPOBAHMNS
MoHuTOopuThL Pg_Stat_activity n pg_stat_replication,
NPUYEM Ha BCEX cCepBepax

JlomaTb ronoBy, Kak MOHUTOPUTb BbIFPY3KU...
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[Taposn — 3TO NNoXo:

* MoxxHo nogobpaTtb nnu NOACMOTPETb

* B HarpyxeHHoOW cpefe He TaK NPOCTO NOMEHSATb

e X3lUKM naponeu npun metoge astopmsauunm mads
Hebe3onacHb!!
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Mcnonb3yinte application_name:

* YHukanoHbIn ID npouecca-ncrtovyHuka (8-16 cumaonos)

« HaseaHue npouecca (ans HTTP-3anpocos — URI, ans
OEMOHOB M KPOH-3aday — UMs 3aadn)
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He Bcerga 3noyMbILUNIEHHUKY HYXXHbl JaHHbIE.
MHorga oH Xxo4eT NpoCcTO BCE OOpYyLUNTD...

[1To ymMon4aHuio BCeEM OOCTYMHbI:
 BpemeHHble Tabnuubl
« Advisory-noku

He cogepxaT gaHHbIX, HO MOryT ObITb aTakoBaHbI:
- SEQUENCE
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[lpaBa AocTyna HyXHO CTaBUTb OYEHb BHUMATEITBHO:
 ALTER DEFAULT PRIVILEGES — anqa kakou ponu?
 GRANT ALL ON TABLES — 410 3HaumnT ALL?
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be3onacHocTn
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3aBeaunTte cebe be3onacHuka:

OH BO3bMET Ha cebsl OTBETCTBEHHOCTb

OH cMOXeT npodreccmnmoHanbHO opraHn3oBaTb CUCTEMY
be3onacHocTu

OH OyoeT BeCTn matpuuy gocTyna u npoBoanTb
nepuoanyveckme nNpoBepKu
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3aBeanTe cebe be3onacHuka:

* OH BO3bMET Ha cebs OTBETCTBEHHOCTb

* OH cmoXxeT npodreccnoHarnbHO opraHn3oBaTb CUCTEMY
be3onacHocTn

« OH OyoeT BeCTU MaTpuuy OOCTyna 1 NpoBoaANTb
nepuoanyveckme nNpoBepKu

 OH TOT, KTO Bac noHnmaert!
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e Cepreii Houkos
HilltopAds

no 5A3AM AAHHbBIX

Bonpocbi?




